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strategic capability.This was a key driver for
MOD to join the DCPP and seek to
implement cyber standards as some level of
insurance within defence contracts.The
Department is doing this to ensure that
providers of capability to the MOD are cyber
aware and cyber protected.

The MOD has to share some sensitive
information with industry to enhance its
capability.The sharing of classified
information obviously presents an element of
risk. Some relatively small companies supply
incredibly sophisticated technology to the
defence programme and will be in receipt of
very secure information.With cyber security a
growing issue, questions remain around how
that information is going to be securely
managed from the MOD to prime to supplier.
One suggestion is that primes should look at
the supply chain and assess, test and indeed
help the supply chain to attain an
appropriate level of cyber awareness as part
of the selection criteria for using suppliers on
a programme.The question is: how?

Regarding information security, industry
and the MOD have a set of shared problems
surrounding the ownership of risk, the
transfer of risk, the cost implications of
managing that risk, and how the issue of
cyber protection will be incorporated into
contracts. It’s an issue that neither
government nor industry alone can solve;
the involvement of both parties is needed
for the DCPP to be successful.You have to
understand what the threats are to set
standards and then inform and help the
supply chain. As a result three workstreams
have been created to address these
problems: information management,
standards, and the means by which the

DCPP can involve the wider supply chain. By
2015 businesses should have a much clearer
idea of how and where they will fit into this.

Mr Leverett said it comes down to the
three ‘Cs’: clarity, commitment and
communication.This concept was echoed by
DCPP member Peter Armstrong, Director of
Cyber Security at Thales UK, who said: “The
DCPP will focus on the vulnerability that is
aggregated by the weaknesses that we know
are endemic right across the supply chain, not
just at levels below the prime but including the
primes. We will have to all embark on the
journey, not smaller companies on the primes’
behalf. We all have improvements to make and
the DCPP deep focus is in this aggregated low-
level risk in the supply chain.”

Indeed, as Glenn Attridge, Head of Threat
Management and Cyber Security for Royal
Bank of Scotland, stated: “A standalone defence
is no defence at all.We absolutely must work
together to protect businesses and customers.”

Cyber security is also at the top of the
UK’s defence exports agenda. Defence
exports are an important area for national
economic growth and Mr Leverett said
international customers are becoming
increasingly aware of cyber security as a
business imperative. Poor cyber security can
cost you business, but one of the messages
resonating strongly at Cyber Security 2014
was that strong cyber security on the other
hand can win you more business at home
and overseas.Who would contract a
company that has been proven to be
unreliable in its information security?
Reliable businesses are successful
businesses, and this is true too of cyber
security. At the conference businesses were
encouraged to make themselves more

attractive through good cyber security.
One company exhibiting at the event that

is taking this message on board and has the
ambition to make itself more appealing to
contractors through building a strong
reputation in cyber security is Newburgh
Engineering. Lee Townsend of Newburgh
said: “Due to the accreditations that are going
to be coming from cyber security, we need to
be at the forefront of our supply chain. When
you look at big contracts with big companies,
we as a supplier want to be at the top of the
list and ready with these cyber security
measures in place.”

So, what is good cyber security? Accepting
that you face a real threat from cyber attack
is a good start. Collaboration, preparation,
briefing, speed of reaction and information-
sharing are all key to a strong and successful
approach to cyber security. Read the ‘Ten
Steps to Cyber Security’ guidance produced
by CESG, the information security arm of
GCHQ, the Department for Business,
Innovation and Skills (BIS), the CPNI and the
Cabinet Office.This guidance has been
embraced by the DCPP.

There are lots of cyber security products
and services available on the market, many
provided by innovative SMEs and micro
SMEs.What came across loud and clear at
Cyber Security 2014 was that taking the
threat seriously, and taking action now, is the
best policy if you want to be able to meet
the standards of cyber security required for
securing future defence contracts.
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Cyber Security 2014:
a call for clarity, commitment
and communication
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nformation is valuable; it always has
been.The value of a particular piece of
information depends on who and
where you are.Whether it concerns

military or political intelligence, sensitive
business data, intellectual property (IP) or
insider knowledge of what the future may
hold for a specific commercial organisation
or industry sector, information is always
deeply desired by someone, somewhere.

Cyber security, or information security as
it should possibly be called, faces a rapidly
evolving threat. National concern about
cyber security in the UK is now greater than
ever, and with the number of cyber attacks
accelerating at an unprecedented rate it is
the responsibility of business and

government leaders to protect themselves
and the nation’s critical networks and supply
chains in order to build national resilience
and ensure that the UK continues to
compete securely in global markets.

The varying threats posed by cyber crime
– from random automated attacks to
sophisticated, targeted strikes – were well
outlined at the NDI Cyber Security 2014
Threats & Opportunities conference held
earlier this month in Edinburgh. Delegates
heard about worms, viruses, script kiddies,
frameworks, skilled attackers and Zero Day.
The threats are very real and the statistics
mentioned at the conference didn’t make
for comfortable listening. Ninety three per
cent of large corporations and 87 per cent of
small businesses have reported a cyber

breach in the past year.The cost of a typical
cyber security breach is estimated to be
between £450,000 and £850,000 for large
businesses and between £35,000 and
£65,000 for smaller ones. Cyber security in
SMEs is generally weak and even larger
companies have been found to be
vulnerable owing to poor information
security.The fallout for businesses could
include loss of revenue and loss of
reputation – both very damaging.

In the Keynote Arena, Dave Stubley, CEO
of independent security testing consultancy
7 Elements, set the scene by highlighting
that small businesses can be targeted as part
of a supply chain. One way of damaging a
large company can be to damage a smaller

company that it sub-contracts work to and
this is one of the problems supply chains
face from cyber crime. Mr Stubley cautioned:
“We need to accept we can’t be 100 per cent
secure.You have to work from the premise that
you can become compromised.”

Andrew Fitzmaurice, CEO of Templar
Executives, a company that delivers
information assurance and cyber security for
government and commercial organisations,
said there needs to be more focus on the
‘insider threat’, referring to high-profile cases
such as Bradley Manning. In cases such as
Manning, where there was a significant
vetting process prior to employment, Mr
Fitzmaurice advised there should be
management aftercare to ensure the initial
vetting remains robust.

The general message to firms was that a
good cyber security strategy will enhance
business, with a holistic approach strongly
recommended. Bad cyber security is bad for
your business: your reputation is everything.

The Ministry of Defence takes cyber
security very seriously. Protecting the supply
chain is a key issue across industry,
particularly in defence which is a larger
target than other sectors for cyber criminals.
In response, the MOD intends to mandate
adoption of a strong cyber defence posture
in the MOD supply chain and defence
contracts by 2015.This will be piloted
throughout 2014 with feasibility testing
starting soon.

A panel of members of the Defence Cyber
Protection Partnership (DCPP) attended the
conference to discuss the future of cyber in
the industry.The DCPP is a partnership
between industry and government seeking
to protect the defence industry from cyber
attack.The partnership includes the Centre
for the Protection of National Infrastructure
(CPNI), Government Communications
Headquarters (GCHQ), the MOD and nine
companies: BAE Systems, BT, Cassidian, CGI,
Hewlett Packard, Lockheed Martin, Rolls-
Royce, Selex ES and Thales UK. By sharing
their experience of operating under the
constant threat of sophisticated cyber
attack, the DCPP aims to identify and
implement actions that have a real impact
on the cyber defences of its members and
the UK defence sector as a whole. DCPP
Chair Vic Leverett said that commitment was
needed across the defence industry as a
whole to protect the supply chain from
cyber attack.

There have been examples of potential
programme disruption due to smaller
companies being targeted as part of a larger
supply chain.This could result in reduced
capability, as well as significant revenue loss
throughout the supply chain. For the MOD,
programme disruption and IP theft is a
major concern in terms of reduction of
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“Poor cyber security can cost you business, but
one of the messages resonating strongly at Cyber
Security 2014 was that strong cyber security on
the other hand can win you more business at
home and overseas”

>>F E A T U R E

The National Security Strategy has categorised cyber attacks as a Tier One threat to UK national
security, alongside international terrorism. The threat from cyber attacks is real and growing with
terrorists, rogue states and cyber criminals among those targeting computer systems in the UK.
MOD DCB features writer Paul Elliott was at NDI’s recent Cyber Security 2014 conference in Edinburgh
to find out about the many different facets of cyber security.




